
FROM PRINTER TO PWND

Leveraging Multifunction Printers 
During Penetration Testing



INTRODUCTION

ò From Dayton Ohio region

ò Last 18 years in IT

ò 10 year in security

ò 3 of those as a security penetration tester

ò Member of foofus.net team

ò 3rd time presenting at Defcon   w00t!



AGENDA

òMulti function printer features 

òMulti function printer security

ò Attacking multi function printer devices

ò Leveraging these attacks during pentesting

ò Development of an automated harvesting tool

ò Conclusion & Question



MULTI FUNCTION PRINTER 
FEATURES



MULTI FUNCTION PRINTER FEATURES

ò Scan to File
é Window file server access

é FTP server access

ò Scan to Email
é Email server SMTP access

ò Email Notification
ò Email server SMTP access



MULTI FUNCTION PRINTER FEATURES

ò LDAP authentication services

ò User address books

ò System logging

òRemote functionality

ò Backup/cloning



MULTI FUNCTION PRINTER 
SECURITY



MULTI FUNCTION PRINTER SECURITY 

Four steps to security failure

ò Roll it in and power it up 

ò Integrate with business systems 

ò Passwords
é No password set

é Factory default setting

ò No patch management



ATTACKING 
MULTI FUNCTION PRINTER 

DEVICES



ATTACKING MULTI FUNCTION PRINTERS

òWhy
ò Gather information

ò Escalation rights into other core systems

ò When 

ò If exposed to internet 

ò Once you gain a foot hold into internal network



ATTACKING MULTI FUNCTION PRINTERS

òHow
ò Leveraging default password

ò Access bypass attacks

ò Information leakage attacks

ò Forceful browsing attacks

ò Backup/cloning functions

ò Passback attack



MFP SECURITY BYPASS ATTACK

ò The ability to bypass authentication on a device 
by passing various forms of data in the URL

é Toshiba

éHP



/TopAccess/Administrator/Setup/ScanToFile/List.htm
Redirects to /TopAccess/Administrator/Login/Login.htm

TOSHIBA  BYPASS ATTACK



/TopAccess//Administrator/Setup/ScanToFile/List.htm

TOSHIBA  BYPASS ATTACK



HP OFFICEJET BYPASS ATTACK

DEMO



MFP INFORMATION LEAKAGE ATTACKS

ò MFP devices exposing data unintentionally. Data of 
value can typically be extracted from web page source 
code.

é Toshiba

é Canon

éHP

éSharp



TOSHIBA INFORMATION LEAKAGE ATTACK



TOSHIBA INFORMATION LEAKAGE ATTACK



HP INFORMATION LEAKAGE ATTACK



MFP FORCED BROWSING ATTACK

ò Access to web pages and files are gained by just 
knowing the correct URL path

òNot uncommon to find that embedded devices 
such as printers correctly secure files with 
extensions of

écgi

éhtm 

éhtml 

ò But may allow access to other file types



CANON FORCED BROWSING 
ò Canon ImageRunners address books can be retrieved 

through forceful browsing

ò Once a valid cookie is gained the address books can 
be retrieved without authenticating

ò A valid cookie is gained by accessing 
the printers home page

ò Fails on devices with a Product Name  

ò ir3580

ò ir4080



CANON FORCED BROWSING 

ò Force browse to address books

ò abook.ldif

ò abook.abk

ò imagerunners have by default up to 11 address books

Increment up to gain access to all address books 



CANON FORCED BROWSING 
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