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The Heist
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• Manufacturers need to be more open

• Think before you link
• Do you really need an IoT (drink!) motion sensor?

Defense
• Network segmentation

• VLANs and firewalls
• Monitor networks for anomalous activity 

• Firmware updates
• Clearly define who owns what
• Manufacturers need to be more open

• Think before you link
• Do you really need an IoT (drink!) motion sensor?



Let's Get Physical 25

What Can Be Done?
Offense

• Hack yourself
• Audit devices before deploying
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• If you can think like an attacker, they’ll be less likely 
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Questions?
ricky_lawshae@trendmicro.com – twitter.com/HeadlessZeke

mailto:ricky_lawshae@trendmicro.com
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