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Motivation?
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How Hard Can It Be?

« People design protocols Eand people are predictable

« But there arEREBINOT variations to pick fromuSERRGS
checksums)

« Sometimes designers know they need to make it hard
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Assumptions
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Workflow
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Packet Collection

¥ AL

° Oto_’YOQo’“Q—Y§§£
« Switch vs. Hub Eand why span ports fail
e Cable cutting [https://www.dgonzalez.net/papers/roc/roc.pdf]

» Cold boot and reboot
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 Device management interfaces
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B0 00 20 TA 3F 3E B0 00 20 20 3A AE 08 00 IF, ARF, etc. 00 20 20 3A
F e Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
ra I I l I I I g MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)

Ethernet Il Frame
(64 to lE.Eeb ytes)

« Where the packet starts and stops Ea Z-¥8§7Z-o0Q¥™&oQsn’
« HTML framing Ehow to quickly make an ugly protocol

 Fun with proprietary system bus protocols

« But Ewe assumed we started with framed data
e r¥Q™ 7_Q3¥[oQz+*8eQY £Qz+8gQ3)>Q2 'TE-QE-"ee2QT

e Fig — https://commons.wikimedia.org/w/index.php?curid=1546835
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State Machine

« What is a state machine?

« Figure out the message types
» Look for patterns

» Create the state chart

« Fig — https://en.wikipedia.org/wiki/File:TCP_CLOSE.svg
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FitBit State Machine

« Figures from http://arxiv.org/pdf/1304.5672v1.pdf — OWS¥Q' 'Y+ QI!eY—£ '“e—_OQaB@dr Banik ] Q
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Fields t $Z]e ]* AZ G ]38 P 3[* (pv

String fields

Almost string fields
Bit fields
Checksums

Command values

Everything else

Source of Figure: https://nmap.org/book/images/hdr/MJB-IP-Header-800x576.png
From: https://nmap.org/book/tcpip-ref.html
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« Common data types:
o« XML
« SOAP
e HTML

* jSON

M & ® cd

I I )

« Example: ICS web interface
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Almost String Fields

« Binary Coded Decimal (BCD)

* Buy your own!

(https://www. scientificsonline.com/product/powers—of—two—clock—crystal-blue—chrom e—version)

e History repeats itself

» Fig — https://commons.wikimedia.org/w/index.php?curid=1274824

« Code — https://en.wikipedia.org/wiki/Binary—coded_decimal

uint32 t BCDadd(uint32 t a,uint32 t b)
{

uint32 t tl, t2;

tl
t2
tl
t2

a + 0x06666666;
tl * b;

tl + b;

tl ~ t2;

t2 ~t2 & 0x11111110;

t2 (t2 >> 2) | (t2 >> 3);
"#$1% t1 - t2;
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Old Protocol Encapsulation

M uirite_register.pcapng

File Edit

ICS Example: PN

M O D B U S Frame 35: 66 = Wi [ its) bytes captured

Ethernet II, : d] ¥s
Internet Pr : 1€
Transmission
¥ Modb 'TCP
Transaction Identifier:
Protocol Identifier: @
Length: &
Unit Identifier: @
v Modbus
Function Code: Read Holding R
Reference Number: &
Word Count: 1@
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Load time ofile: Default
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Bit Fields and

» Fixed field va
« Checksums
e Typical fie
« Odd che

» Take ¢
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Command Ve

e Bit fields
e Could be

gre; 4 =

e 1 =re€ status response; 3
"IEf ¥ 1 £-1Q0Q
» Coulchs sed on a Hammuir
» Ox00T 11 or 1,2,4,7
» Could be
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 Understanding what state the device was In

» Making assumptions about what the device Is sending

« Example: FitBit sends activity data base64 encoded in clear text HTTP.
Understanding if the device is checking in or uploading activity values
helps sort out what fields should be found.

C [Source: Fit and Vulnerable: Attacks and Defenses for a Health Monitoring Device —
http://arxiv.org/pdf/1304.5672v1 .pdf |
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Iterate

o \Wash, rinse

o Keep re ichine and field k
 there (good luck); or
e YOU'VE yh to do the job a Slle) .
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Tips
Tricks of the trade
 Find the reset switch

* | egacy modes are often weaker

* Replay

e Fuzz
» Observe where you fail
* Device discovery and management

e Status reporting
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Tools
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Avoiding the

e Talk to C
e Like
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Network Protocol RE
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