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CAN bus protocols: UDS
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tIs presentin a

* Provides access to the Services offered by EC

* |t takes place on the top of the CAN protocol
(Layer 4)

« Allows to perform transmissions of up to 256
bytes

» |tisjust a Transport Protocol
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CAN bus protocols: UDS

* Multiple frame trc
length)



CAN bus protocols: UDS

« ACKrequest, pc
« No ACK request, single frame (0xOC
« ACK (0x30)

NACK/Repeat transmission



CAN bus protocols: UDS

TransmMissio
frame” & OxFO. This means that |
MSBs.

fit's a single frame transmission, the first byte indicates

fransmission type and payload length (& O0xOF). The rest of
the frame is the payload.

f1t's a multiframe, the first byte indicates if there is an A~
request (0x10) or not (0x20), plus a counter that goesfrom
Ox00 to OxOF and that is reset on every transmissiony. The
transmission length is indicated by the second k¥yte in the
first frame of the transmission.
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CAN bus protocols: UDS




CAN bus protocols: UDS

+0_3 ms +0_4 ms +0
. Id:0xFEB = Ox22 Ox4D Ox55 Ox55 Ox55 O0x55 Ox55 O0Ox55 2 CRC
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CAN bus protocols: UDS

N

 When the BS bytes are 0x55, it mean
KWP2000 over UDS (notice the Tester Address OxF1 as
well).



CAN bus protocols: TP 2.0
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It Is present in some
communications

It is a port of the K-LINE protocol (KWP2000)
It fakes place on the top of the CAN protocol
(Layer 4)

Allows to perform transmissions of up 1o 256
bytes

It is (again) just a Transport Protocol
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CAN bus protocols: TP 2.0

* Multiple frame trc
length)



CAN bus protocols: TP 2.0

ACK request, w

No ACK request, last frame (C
ACK request, last frame (0x10)
ACK (O0xBO)

NACK/Repeat transmission (0x20)




CAN bus protocols: TP 2.0
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established
« Channel request ID is usually 0x200
 Module address is used to indicate target (1 byte)
« Reply ID from target module is formed by “Channel requ

i,
ID + Target Module address”

« Channel is negotiated for an App

« |Ds to be used will be provided by the Server (ECU)

« The negotiated IDs are not always the same
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CAN bus protocols: TP 2.0




CAN bus protocols: TP 2.0
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They are requested eve
channel alive
 The related requests are:

« Parameters request (OxAO)

« Parameters response (OxAl)
 Channel test (OxA3)
 Channel break (OxA4)
 Channel disconnect (OxA8)




CAN bus protocols: TP 2.0
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CAN bus protocols: TP 2.0

sent, except fo
ACKs are constructed by adding one fc
the other side, plus OxBO.

Counters go from 0x00 to OxOF. Once they reach 0xFO,
they are reset back to 0x00.




CAN bus protocols: TP 2.0
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CAN bus protocols: SIDs

Most SIDs take parc

« There are standard parameters, and OE
(usually hidden).

« Access to some SIDs require SecurityAccess before
requesting them.



CAN bus protocols: SIDs
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SID Ox/F means “error”, ano

data

SecurityAccess Is required to access some SIDS. It is an

authenticas
the Server t
There are d

lon that Is performed by the tester, to prove
nat it has legit access 1o its functions.

psolutely no checks in any data obtaingd By

the Server, but there are some checks performed’by the

Server for some data sent by the tool.



CAN bus protocols: SIDs

Diagnostics Sessic
ECU Reset (Ox11)

Security Access (0x27)
Read Memory by Address (0x23)

Request Upload (0x35) /

Write Memory by Address (Ox3D)
Routine Control (0x31) and its KWP2000 variants
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CAN bus protocols: SIDs
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Write Data by ID / Common ID (Ox2E)

« Allows to modify the Information provided by the Server in the
“Read Data by ID" SID.
« Some parameters require SecurityAccess, but not always ©




CAN bus protocols: SIDs

« SecurityAcce
 Each type of Diagnostics Sessio

A NJ |

ECU Reset (Ox11)
« Resets the ECU to a Soft state, Hard state, or Ignition toggle state
« [tis specially useful when then ECU becomes blocked or
unresponsive.

« [t willjust JMP O or wipe RAM, but will not restore default firprivare or
any data that is modified in FLASH or EEPROM.



CAN bus protocols: SIDs

Bruteforcing
challenge.

« Keylengthis 4 bytes.

« Algorithm used changes from one ECU to another, an even from
same one on different FW version:s.

\_/

Read Memory by Address(0x23)
« Allows to read memory (Flash, RAM, EEPROM).
« Most of the times, requires SecurityAccess. But not always ;)
« Some ranges are restricted, and will not be readable even if
SecurityAccess is provided.



Because randomness

| CANNOT;BRAIN TODAY

~



CAN bus protocols: SIDs

@ C
SecurityAccess is provided.

Request Upload(0x35)

« Pretty much like Read Mem by Address, but with additional opfi

« Allows to read memory using encryption and/or compression &
transfer

%




CAN bus protocols: SIDs
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process that is run by
« They usually require SecurityAccess, but agc



CANBadger — First things first!

Insert the SD
« Rename your CanBadger, if using Ethernet mode
« Verify that folders are correctly set up after first boot

« Unless you are using power from OBD/DB9? Conngctors, make
sure you have thel?2V plugged



CANBadger Features: Standalone mode

« Delete CAN log
« Emulafion mode

« Replay mode

« Emulation data generation



CANBadger Features: USB mode
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« Switch to Custom Sessio
« Scan for available Session types

« Read Data by ID
« All data
« Specific data
« Custom ID
« Scan for available IDs



CANBadger Features: USB mode

./

« Manual Authenticatio

« ECU Reset
 Hard
 |gnition
« Soft
« Custom



CANBadger Features: USB mode
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« UDS Diag Session
« Everything is the same, except:
« Memory operations

« Read Memory by Address




CANBadger Features: USB mode

 Dete

* Protocol Anolysm
« Scan current traffic for know protocols
. Logglng

« Log all CAN ftraffic on CAN1 to SD

Log UDS channel traffic on CANT1 to SD

Log TP 2.0 channel traffic on CANI1 to SD

Log all CAN traffic (Bridge mode) to SD

Log UDS channel traffic (Bridge mode) to SD

Log TP 2.0 channel traffic (Bridge mode) to SD

Manage logs



CANBadger Features: USB mode

View |0g
Generate TP 2.0 log fro ~
Generate UDS log from CAN Iog
Scan CAN log for proftocols
Delete log
« MITM mode
« ECU Power

« Toggle ECU CTRL power ON/OFF and check input voltage (PSU)



CANBadger Standalone Mode
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CANBadger Standalone Mode

Press the bl

desired action

The LED will blink each time you press the buttor
Once you have selected the module, the LED will blink in
green to indicate the selected one.

After all these blinky show, the LED will remain orange,
which means the CANBadger is working on the requesfe
mode.

If instead of orange, it blinks in red, it means that i¥was nof
possible to start the requested module.




CANBadger Standalone Mode

2)CAN Logger (Bridg
and bridge comms between CANI1 ano
3)CAN Logger (Standard Mode)- Classic CAN logger,
dumps all traffic on CANT to SD.

4)Delete CAN Log — Removes the CAN log from SD

5)Emulator mode - Loads emulation data from SD and

begins to emulate.

6)Replay CAN — Loads specific standalone replay data

from SD, and you can guess the rest (on CANI1)
/)Generate UDS emulator Data — Self descriptive, on CAN |



Operated via USB
Emulates a CDC
device (USB-Serial)
Requires SD.
Extended functionality  |se e,
Everything is done by |

the CANBadger -
firmware, only a Serial
terminal is required.
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sion wia TF 2.0
on wvia UDS
or TP 2.0 ID=s (1l-kit
4)5can for UDS ID=s (ll-kit IDs)
E) Change CAF
&) Detect CAN
T)Protocol Ana
S)MITH Mode
D)ECU Power
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CANBadger Ethernet Mode

« Use multiple CanBadge

* Provide programmable access fo automarte stuff




CANBadger Ethernet Mode - GUI

Feature =~ |Available in UART? | Available in GUI?

CAN Logger

TP

UDS

Security Hijack
MITM

Create MITM Rules
Emulator

Read SD Files
Modify CB Setfings

®» 6 ® 6 6 6 © 6
© 60 0 6 6 ® ® & 6




File

Connected Nodes:  Status Node Settings ‘ Actions | sD Card

[140;ferdiCB:10.0.0.113:v1 ;

Logger Replay Security Hijack UDS TP | MITM

D/ [@ | save RulestosD | | Remove || Add

Rule Type Rule Condition Target ID Cond Value Cond Mask = Argument  Action Mask
1 [EVEREN GERM Specific bytes match 087¢06000... 11111111 00000000

2 Swap Payload |Specific bytes match 0087 00000000 00000000

Disconnected Nodes:

Rule Settings
Action: | Swap Payload

Condition: | Specific bytes match
Target Message ID: |0087

Condition Value: |

Condition Mask: |

Action Argument: |

Action Mask |

Start MITM
Disconnect




CANBadger Ethernet Mode - Protocol

- 6 Bytes Header » -« Max. 2048 Bytes .
« 1Byte , . 1Byte ., . 4Bytes

Arbitrary Data

ActionType Datal.ength

Message Type




CANBadger Ethernet Mode - Protocol

NotConnected

CONNECT

—

Running Action




CANBadger Ethernet Mode — Rule File

Formart

o S \/
« ASCIll-Hex encoded bytes or double-bytes

o Separated by commas



CANBadger Ethernet Mode — Rule File

Formart
BOT

« Second byte: Condition type =

Condition Type Enfire PL Specific PL Bytes | Specific PL bytes | Specific PL bytes
Matches match are greater are less

Value Ox00 Ox01 0Ox02 0Ox03




CANBadger Ethernet Mode — Rule File

Formart
380

QArge @
 Rules are stored in the >
 The ID Is the lookup key



CANBadger Ethernet Mode — Rule File

Formart
12,FF,00,F3,00,00,00,00

ONC f
« Mandatory, as conditic

\_J

« Can be all 0, for example when mask is O



Value

CANBadger Ethernet Mode — Rule File

O0x00

Swap
specific
bytes

Add
fixed
Value to
specific

bytes

Formart
00

Substract | Multiply | Divide Increase Decrease
fixed specific | specific | specific by %
value to | bytes bytes bytes by %

specific

bytes

Ox0/



CANBadger Ethernet Mode — Rule File
Format

11,22,33,44,55,66,77,88

« Examples:
« The payload to swap
A percentage
(in that case the following bytes are 0)




CANBadger Ethernet Mode - Code

import socket

UDP_IP = "9.0.0.8" # bind on all interfaces
UDP_PORT = 13370

sock = socket.socket(socket.AF_INET, nterne
socket.SOCK_DGRAM) # UDP
sock.bind( (UDP_IP., UDP_PORT))

nodes = []
while True:
data, addr = sock.recvfrom(256)
data_split data.split("|")
id = data_split[1]
version = data_split[Z]
node = [addr. id., wversion]
1f node not In nodes:
nodes.append (node}
print "discovered new node with ip=fs, id=%s, version=%s" % (addr[©], id, version)

/



CANBadger Ethernet Mode - Code

import socket

............

import time
from ethernet_message import =

NODE_IP = "18.0.6.113"
PORT = 13371
tport = 15555 # we will get msgs from cb after connect here
sock = socket.socket(socket.AF INET, & Internet
socket.SOCK_DGRAM) # UDP

sock.bind(('0.0.0.8"', tport))
sock.sendto(b'\x84' + b'\x88"' + struct.pack('<I', 4) + struct.pack('<I', tport) + b'\x88',

(NODE_IP, PORT))
# receive ack
ack = sock.recvfrom(128)
# enable replay mode
sock.sendto(EthernetMessage ("ACTION" , "START_REPLAY", @, '').serialize(), (NODE_IP, PORT))
time.sleep(l) # sleep a second so we can see the led changing
# send a few frames
sock.sendto(EthernetMessage ("ACTION", "REPLAY", 12, '08112233445566778800cafe').serialize(), (NODE_IP, PORT))
sock.sendto(EthernetMessage ("ACTION", "REPLAY", 12, 'cafell223344556677889900"').serialize(), (NODE_IP, PORT))
# stop replay mode
time.sleep(0.1)
sock.sendto(EthernetMessage("ACTION", "STOP_CURRENT_ACTION", @, '').serialize(), (NODE_IP, PORT))




Hacking Instructions

« For quick modifications you can also use the mbed online
compiler
« Export to Kell/IAR/CooCox is possible



Hacking Instructions

 Bugs
« Enhancements



Development aftermath




Development aftermath




Development aftermath

« 190 commits during the last 100 day

o 95 commits during the last 100 days for GUI

 Most commits were made on Saturdays and Sundays



Development aftermath

Firmware needs refactoring now




Thanks!

Javier Vazquez y Ferdinand Nolscher
@fjvva @slckcc
Javier.Vazquez.vidal@code-white.com Ferdinand.noelscher@code-white.com




