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INnfroduction 1o Power Laws

Or more honestly, power law probability distributions
That's a mouthful though

» Naftfural processes, they're
statistical

Natural Distribution
» Things descripfive of natural
processes follow power laws

» When they don't, something’s
wrong

» Noft all natural processes are
naturall

Power Law Distribution |

Eg., Financial tfransactions

You can use power laws to detect
fraud.




Why does that mattere

» Somehow network traffic is
“natural”

Good lord the machines are alivel
So power laws must apply

finey don', sometingiswiong

eV V

Some power laws can be hard
coded

» Extremely fast and low cost
anomaly detection!




Benford'’s Law

ey, V V V

Simple and awesome power law
If it's a number...

Generated by a process...
Process is natural...

We know what the probability of
the first digit is!

Never changes, you can hard
code it.

Such speed. Wow.
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What we've been doing:
DDoS Detence

» The more arfificial the packet, the
worse the anomaly

» Flood DDoS (Amplification, tcp,
udp, http, etc attack) are very
loud

» Can be clearly seen in gestalt
connection data

» Practically instantaneous

» Real time in T00Mbit/1000Mbit
scenarios (probably much more)

4.630 4.635 4.640 4.645 4.650 4.655
Time Value (microsecon ds) lel0

» No training at all



How we do it

» Detection processes Tcpdump
data

Extracts features

» Power |OW OnOlysiS ‘I'e”s US Tcpdump Detection Submodule
“Goodness”

» Print out to csv with timestamp
Power Law Analysis
» Or throw an alarm and do __ _, _, 1
something |
> |pTOb|eS mOYbe. Tcpdump Preprocessor Output




What you cat A

» Watch for D‘ ‘
> Proboblyw
> CondeTas
your pc
B> “DDoS:
fmy’_”

> De’rel;l
foo .

-



What else you can do: IDS

» DoSisn’t the only kind of
disturbance on a network

» Obviously we don't know what all Sortecan demo
of them are

» Strap learning agent to output
» Tell it fo make decisions

» Should (at the very least) detect
active recon, even at slow speeds




What else you can do: Diagnostics

» Changes in traffic across a
network change “power law
profile”

» Are all the changes where you
expecte

» Issomeone doing something to
your systems when they're not
around@¢




What else you can do: User ID-Ing

» Natural systems aren’t just
networks!

» User interaction with computer is
too

» You can profile their keystrokes
» Profile your keystrokes

» Have your own laptop/pc as a
honeypot.
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https://bitbucket.org/Redezem/peimaultralite
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Thanks G

Also contact me: redezem@gmail.com

» Thanks to my supervisory team
» Curtin University

» Assoc. Prof Mihai Lazarescu
» Dr Sonny Pham
» Dr Sie Teng Soh

» Oklahoma State University
» Professor Subhash Kak
» And big thanks to my engineering team that built the demo
» Luke Healy
» Josh Yeo
» Jordan Truswell
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