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Bio	
•  @Zenofex	
– Security	
researcher	at	
Cylance	

– Founding	member	
of	Exploitee.rs	

– Contributing	
member	of	
AustinHackers	
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Exploitee.rs		

And	me!	
•  We	hack	things	
– Check	out	our	network	of	websites	for	more	
embedded	device	research.	
•  https://Exploitee.rs	
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Disclaimer	

All	of	the	data	within	this	presentation	was	
reverse	engineered	by	reviewing	the	hardware	
and	software	within	the	Teddy	Ruxpin	and	a	lot	

of	trial	and	error.		
	

The	output	of	these	attempts	is	the	content	of	
this	presentation	and	may	vary	from	the	

manufacturer’s	documentation.	
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Terminology	

•  Illiop	0	A	brown	and	bear-like	creature	with	a	
kind	disposition.	
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The	OG	Illiop	

–  Released	in	1985	
– Original	used	cassette	
tapes	and	physical	
books	

– Hardware	consisted	of	
•  Moving	eyes	
•  Moving	Mouth	
•  Speaker	

–  Best	selling	toy	of	
1985,	1986	
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The	New	Illiop	

– Animated	eyes	
– Moving	mouth	
– Speaker	
– BLE	

– USB	mass	storage	
•  Pivoted	off	an	internal	
uSD	card	

– Companion	mobile	App	
http://Defcon26.Exploitee.rs/	



Getting	Inside	Of	Teddy	
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Logic	Board	Top	
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Logic	Board	Bottom	

2	x	128	x	128px	LCDs	
http://Defcon26.Exploitee.rs/	



MYN822BLE	
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nRF51822	based	module	
– 14	pads	connected	
•  VDD	
•  2	x	GND	
•  GPIO	0,	1,	2,	3,	5,	8,	10,	
21,	22	
•  SWDIO	
•  SWDCLK	



Dumping	Firmware	w/	SWD	

http://Defcon26.Exploitee.rs/	

Using	MYN822BLE	
pin-out	and	SWD	can	
dump	NRF51822	flash	
and	RAM	
	
Dump	with	OpenOCD	
or	other	SWD	
compatible	utility	



Mobile	App	
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Jadx-GUI	

Nothing	here,	Android	app	is	a	wrapper	around	the	Adobe	Air	content	
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JPEXS	

JPEXS	to	the	rescue!	
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BLE	Info	

•  Commands�
–  AA0403000100F8 - NEXT STORY
–  AA020600F8 - NEXT PAGE
–  AA020500F9 - PAUSE
–  AA020400FA - RESUME
–  AA020100FD - List Books
–  AA020C00F2 - ENTER IN-APP 
MODE

–  AA020D00F1 - EXIT IN-APP MODE
–  AA021200EC - RESET PURCHASES	
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•  Jump	to	book	commands	
–  AA03110001EB
–  AA03110002EA
–  AA03110003E9
–  AA03110004E8
–  AA03110005E7
–  AA03110006E6
–  AA03110007E5
–  AA03110008E4
–  AA03110009E3
–  AA0311000AE2	
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Firmware	

•  Firmware	dumped	with	SWD	can	be	examined	
in	IDA	
– Flash	Size:	0x20000	(128kb)	
– RAM	0x4000	(16kb)	
– Settings:	

•  Create	RAM	Section	
•  RAM	Start:	0x20000000	
•  Ram	Size:	0x4000	
•  Load	Address:	0x1c000	
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Teddy	Ruxpin	Books	

•  12	Files	
–  Intro.bin	
–  Idle.bin	
– 10	x	Story##.bin	files	

•  Files	are	a	proprietary	package	called	
“SNXROM”	

•  Target	exclusive	edition	contains	2	extra	
stories.	
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SNXROM	
•  Files	consist	of	
– SNXROM	wide	char	
magic	string	

– Header	
•  Record	start	
•  Record	end	
•  Table	ends	with	0xFFFF	

– Record	Data	
•  Raw	image	data	is	
stored	first	
•  Audio	starts	with	AU	

http://Defcon26.Exploitee.rs/	



Video	Frames	
•  Video	is	128x128	RGB565	
frames		

•  Frame	record	count	is	then	
split	between	left	and	right	
eyes	

•  Gimp	raw	data	import	
works	great	for	finding	
images	in	blobs	of	data	
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Audio32	

•  Sonix	proprietary	file	format	used	for	audio	
data	and	mouth/eye	synchronization	on	the	
Teddy	Ruxpin	

•  Consists	of:	
– Mark	table	
– Silence	table	
– Audio	data	
– Single	channel	audio	
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AU32	Header	Structure	

•  Header	
– “AU”	(2	bytes)	
– Unknown	constant	
value	(2	bytes)	

– Sample	rate	(2	bytes)	
– Channels	(always	1)	(2	
bytes)	

– Unknown	value	(4	
bytes)	

– Unknown	value	(4	
bytes)	

– Enable	mark	table	
– Enable	silence	table	
– Unknown	value	(4	
bytes)	

– Mark	table	data	
– Silence	table	data	
– Audio	data	
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Au32	Data	Structure	

•  After	the	header	
– Mark	Table	

•  Position	(2-4	bytes)	
–  If	the	first	bytes	are	0x8000	a	second	value	is	read	and	
appended	to	the	first	bytes	

•  Value	(2	bytes)	
– Silence	Table	

•  0x0	in	all	TR	audio	files	
– Audio	Data	

•  16	bit	signed	little	endian	
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Mark	Table	
•  The	mark	table	is	used	to	create	synchronized	mouth	
movements	within	the	audio	and	video	frames	

•  Different	mark	labels	are	used	to	signify	how	much	
TR’s	mouth	should	move	or	what	image	to	display	
– 0	–	Closed	
– 1	–	Half	open	
– 2	–	Full	open	

•  Anything	with	higher	value	is	used	to	reference	video	
frames	
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Silence	Table	
•  Silence	table	is	used	to	compress	audio	by	
removing	empty	sections	then	referencing	
position	and	length	in	table	

•  Silence	table	has	been	unused	in	all	tested	TR	
files	
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Audio	Data	
•  Signed	16bit	LE	data	stored	

after	Mark	Table	and	Silence	
Detection	Table	

•  Supported	sample	rate:	
–  16Khz	

•  Supported	bitrates:	
–  16	Kbps	
–  20	Kbps	
–  24	Kbps	
–  28	Kbps	
–  32	Kbps	
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TeddyRuxpwn	
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TeddyRuxpwn	
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Demo	
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Thanks	

Thank	you	to	the	following:	
– Exploitee.rs	
– Ryan	Smith	
– DEFCON	staff	
– My	family	
– YOU!	

HACK	ALL	THE	THINGS!	
Come	hack	hardware	with	us	on	IRC:	

irc.freenode.net	#Exploitee.rs	
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