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Dissecting the Teddy Ruxpin:
Reverse Engineering the Smart Bear

By @Zenofex
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e @Zenofex

— Security
researcher at
Cylance

— Founding member
of Exploitee.rs

— Contributing
member of
AustinHackers

@ ZENOFEX

http://Defcon26.Exploitee.rs/
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Exploitee.rs

AgentHH Gynophage Saurik
CJ_000 Maximus64 Tdweng
Cody [mbm] x00String
And me!

 We hack things

— Check out our network of websites for more
embedded device research.

* https://Exploitee.rs

http://Defcon26.Exploitee.rs/
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Disclaimer

All of the data within this presentation was
reverse engineered by reviewing the hardware
and software within the Teddy Ruxpin and a lot

of trial and error.

The output of these attempts is the content of
this presentation and may vary from the
manufacturer’s documentation.

http://DefcoQ26.Exploi'tee.rs/
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Terminology

o

* |lliop — A brown and bear-like creature with a
kind disposition.
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The OG llliop

— Released in 1985

— Original used cassette
tapes and physical
books

— Hardware consisted o
* Moving eyes
* Moving Mouth
e Speaker

— Best selling toy of
1985, 1986

http://Defcon26.Exploitee.rs/
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— Animated eyes — USB mass storage

— Moving mouth * Pivoted off an internal
uSD card

— Speaker . .

_BIE — Companion mobile App
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SNC7001A - Sonix MCU SD-Card slot
SNAPO1ASG — Sonix speaker driver

NRF51822 - BLE

KH25L1606E — SPI flash

http://Defcon6.Exploi'tee.rs/



Logic Board Bottom

20170407
BETEDDY MAIN PCB
EV5

2 x128 x 128px LCDs

http://DefcoQ26.Exploi'tee.rs/



MYN822BLE

NRF51822 based module

— 14 pads connected
* VDD
* 2xGND

GPIOO, 1, 2, 3, 5, 8, 10,
21, 22

SWDIO
SWDCLK

http://Defco‘r426.Explo’itee.rs/
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DumpmgF

irmware w/ SWD

Using MYN822BLE
pin-out and SWD can
dump NRF51822 flash

and RAM

Dump with OpenOCD
or other SWD

compatible utility
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Mobile App

1eDDY RUXP)y- WlthR'?::dﬁlg?lxpm'
. Connects via Bluetooth
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File View Navigation Tools Help
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Jadx-GUI

jadx-gui - Teddy Ruxpin_v1.0.34.apk
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L] Teddy Ruxpin_v1.0.34.apk
v [ Source code
v air.com.animangaplus.TeddyRuxpin

v@e AppEntry

& AIR_PING_URL : String

4 LOG_TAG : String

RESOURCE_BUTTON_EXIT : Strinc
RESOURCE_BUTTON_INSTALL : St
RESOURCE_CLASS : String
RESOURCE_TEXT_RUNTIME_REQ!L
RESOURCE_TITLE_ADOBE_AIR : Si
RUNTIME_PACKAGE_ID : String
sAndroidActivityWrapper : Object
sAndroidActivityWrapperClass : C
sDloader : DexClassLoader
sRuntimeClassesLoaded : boolea

Broadcastintent(String, String) : vc
InvokeMethod(Method, Object[])
InvokeWrapperOnCreate() : void
KillSelf() : void
createActivityWrapper(boolean)
dispatchGenericMotionEvent(Moti
dispatchKeyEvent(KeyEvent) : bo
finishActivityFromChild (Activity, in
finishFromChild (Activity) : void
isRuntimelnstalled() : boolean
isRuntimeOnExternalStorage() : b
launchAIRService() : void
launchMarketPlaceForAIR() : void
loadCaptiveRuntimeClasses() : bc
loadSharedRuntimeDex() : void
onActivityResult(int, int, Intent) : v
onApplyThemeResource(Resourc
onAttachedToWindow() : void
onBackPressed() : void

< onChildTitleChanged (Activity, Chz
onConfigurationChanged(Configui
onContentChanged() : void
onContextitemSelected(Menultem
onContextMenuClosed(Menu) : vc

® @ ¢ ¢

L

© air.com.animangaplus.TeddyRuxpin.GetVersionCode

71

72

86
87

92

95
97

107
108

113

122

127
135

132

public class AppEntry extends Activity {
private static String AIR_PING_URL = "https://airdownload2.adobe.com/air?";
private static final String LOG_TAG = "“AppEntry";
private static final String RESOURCE_BUTTON_EXIT = "string.button_exit";
private static final String RESOURCE_BUTTON_INSTALL = "string.button_install";
private static final String RESOURCE_CLASS = "air.com.animangaplus.TeddyRuxpin.R";
private static final String RESOURCE_TEXT_RUNTIME_REQUIRED = "string.text_runtime_required";
private static final String RESOURCE_TITLE_ADOBE_AIR = “string.title_adobe_air";
private static String RUNTIME_PACKAGE_ID = BuildConfig.APPLICATION_ID;
private static Object sAndroidActivityWrapper = null;
private static Class<?> sAndroidActivityWrapperClass;
private static DexClassLoader sDloader;
private static boolean sRuntimeClassesLoaded = false;
private static AppEntry sThis = null;

private void BroadcastIntent(String action, String data) {
try {
startActivity(Intent.parseUri(data, ©).setAction(action).addFlags(268435456));
} catch (URISyntaxException e) {
} catch (ActivityNotFoundException e2) {
i
+

private void launchMarketPlaceForAIR() {
String airDownloadURL = null;
try {
Bundle metadata = getPackageManager().getActivityInfo(getComponentName(), 128).metaData;
if (metadata != null) {
airDownloadURL = (String) metadata.get("airDownloadURL");

b
} catch (NameNotFoundException e) {
+
String marketPlaceURL = airDownloadURL;
if (marketPlaceURL == null) {
marketPlaceURL = "market://details?id=" + RUNTIME_PACKAGE_ID;
¥
try {
BroadcastIntent("android.intent.action.VIEW", marketPlaceURL);
} catch (Exception e2) {
}
i

private boolean isRuntimeInstalled() {
try {
getPackageManager () .getPackageInfo(RUNTIME_PACKAGE_ID, 256);
return true;
} catch (NameNotFoundException e) {
return false;

Nothing here, Android app is a wrapper around the Adobe Air content
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JPEXS

( ActionScript source
com.melchman.animanga.TeddyBluetoothLE
o
' 506 }
= SETIPtS 507 this.message("finalHex=" + this.finalHex);
[ air 508 this.message("lastpage check=" + this.lastpage);
= com 509 this.message("hexString5=" + Number(this.hexString[5]));
‘) greensock Z]lj :\}f(this.finalHex == ""AA046100010D8D" || this.finalHex == "AA046100021188" || this.finall
T \.éj)_rrv?.glclllman 512 if(this.theclass.storymode)
- animanga 513 {
<» AndroidExpansion 514 this.theclass.TeddyPrompt(*next book");
<» Applntro 515 }
<> | Intro S }1 if(this.final " "
4+ PushNotification :i; ? se if(this.finalHex == "AA02680195")
< Teddy 519 if(this.theclass.storymode)
<» TeddyBluetoothLE 520
<» | Teddy_Android 521 this.theclass.TeddyPrompt("low volume");
<> androidlAB Z;i } ¥
B3 utils HEY else if(this.finalHex == "AAD2680393")
—«» AppController HEYS {
[]—lj?] fl 526 if(this.theclass.storymode)
B lex 527
B ara 528 this.theclass.TeddyPrompt(“high volume");
I 529 }
| Trats | ‘ = fuse 11( (0] ( [11) == 3)
531 else if(this.hexString[0] == "AA" && Number(this.hexString[1]) == 3
3 public static const APP_KEY:String = "belelele60dc874f49c88244 532 { 9 9
@ public var activePeripheral:Peripheral = null; 533 if (Number(this.hexString[2]) == 66)
@ public var service:Service = null; 534
@ public var servicesArr:Array; 535 this.theclass.TeddyPrompt("low battery");
. . S 536 }
a pubI!c var charA.Character‘lst‘lc, 537 else if(Number(this.hexString[2]) == 67)
@ public var charB:Characteristic; 538 {
@ public var finalHex:String = "0x"; 539 this.theclass.TeddyPrompt("critical battery");
@ public var storynum:uint = 0; 540
@ public var pagenum:uint = 0; L ¥ ) . ) . :
B public var vidtime:uint = 0: §4g ?lse if(Number(this.hexString[2]) == 63 || Number(this.hexString[2]) == 64)
@ public var laststory:uint = 0; h[ {
£ |+l Edit-ActionScript=| (Experimental)
=z

JPEXS to the rescue!
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BLE Info

TX UUID == “a08d0002-ad34-43c8-a046-0744bad310f4”
RX UUID == "a08d0003-ad34-43c8-a046-0744bad310f4”

« Commands e Jump to book commands
— AA0403000100F8 - NEXT STORY — AAO3110001EB
— AA020600F8 - NEXT PAGE — AAO03110002EA
— AA020500F9 - PAUSE — AA03110003E9
— AA020400FA - RESUME — AA03110004ES8

— AAO020100FD _ List Books

— AAO03110005E7
= Q%%ZEOCOOFZ_ENTERIN_APP _ AA03110006E6
— AAO20DOOF1 - EXIT IN-APP MODE — AA03110007E5
— AAO021200EC - RESET PURCHASES — AAO03110008E4

— AAO03110009E3

— AAO311000AE2

http://Defco\r;26.Explo‘,itee.rs/
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FiIrmware

* Firmware dumped with SWD can be examined
in IDA

— Flash Size: 0x20000 (128kb)
— RAM 0x4000 (16kb)
— Settings:

* Create RAM Section

e RAM Start: 0x20000000
e Ram Size: 0x4000
e Load Address: Ox1c000

http://Defcon26.Exploitee.rs/
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Teddy Ruxpin Books

e 12 Files
— Intro.bin
— |dle.bin

— 10 x Story##.bin files

* Files are a proprietary package called
“SNXROM”

* Target exclusive edition contains 2 extra
stories.

http://Defcon26.Exploitee.rs/
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Intro.bin
H 4E 52 4D FF FF

SNXROM

FF FF 20 ac 00 20000000 oc : S
FF FF FF FF FF FF SO © I eS ConSIS O
FF FF FF FF FF 20000000 cooocooc
FF FF FF FF FF 10000000 cooooooC

FF FF FF FF FF

FF FF FF FF FF FF

FEEERE AEEanfLs oo — SNXROM wide char

FF FF FF FF FF FF 10000000 COOBOOOC
FF FF FF FF FF FF 50000000 0ODOOGCOC . .

FF FF FF FF FF FF 25000000 cooooooc

FF FF FF FF FF FF 20000000 0ODBOOOC

FF FF FF FF FF FF 20000000 cooocooc

FF FF FF FF FF FF
FF FF FF FF FF FF

FF FF FF FF FF FF FF FF e e

FF FF FF FF FF FF FF FF e eeeaes — ea er

FF FF FF FF FF FF FF FF e e

FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF e e

FF FF FF FF FF FF FF FF e eeeaaes

= S R ORI e Record start
FF FF FF FF FF FF FF FF e eeenaaen

FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF e eeeaas

FF FF FF FF FF FF 50000000 0o0oCOGC P R

FF FF FF FF FF FF FF FF e e ecor en

FF FF FF FF FF FF FF FF e eeeas

FF FF FF FF FF FF FF FF e e

00 00 00 04 01 00 00 84 e e 5
02 02 @0 04 03 00 00 84 ° T bI

04 04 20 04 05 00 00 84 e eeeaaan a e en S WI X
06 26 00 04 07 00 00 84 e eeeaaen

08 08 00 09 00 84
0A 0A 00 oB 00 84

ocC ocC 00 oD 00 84 - . -

o GE 5% o6 o1 o o0 oo ki oF o i i — Recor ata
10 10 00 alil 00 84 - . -

12 12 00 1Lz 00 84

14 14 00 15 00 84

Bumnan gnnamagn oo * Raw image data is

1A 1A 00 04 1B 00 00 84
1c 1c 00 04 1D 00 00 84 e aeeeaann

1E 1E 00 1F 00 84 50000000 0ooooooC 3

20 20 00 00 04 21 00 00 54 I stored Tirst

22 22 00 04 23 00 00 84 . - i #

24 24 00 04 25 00 00 84 . - %%

FF FF FF FF FF FF FF FF e aeeeeann ! .

FF FF FF FF FF FF FF FF e eenaeen ° A d

FF FF FF FF FF FF FF FF e aeeenann u IO S ar S WI

FF FF FF FF FF FF FF FF e aeeeaann

FF FF FF FF FF FF
FF FF FF FF FF FF

Arrow keys move F find RET next difference ESC qu
[SNASCIIS:ehide E edit file G goto position Q quit
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Video Frames

[ NON ) Load Image from Raw Data

O * Videois 128x128 RGB565
frames

* Frame record count is then
split between left and right
eyes

ImgageType:lRGBSGS :J > Glmp raW data Import
Offset: [O—m A h
- works great for finding
Height: [_1_28—_?

o o (e S : images in blobs of data
Offset: [0—7T

http://Defcon26.Exploitee.rs/
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Audio32

e Sonix proprietary file format used for audio
data and mouth/eye synchronization on the
Teddy Ruxpin

* Consists of:
— Mark table
— Silence table
— Audio data

— Single channel audio

http://Defcon26.Exploitee.rs/
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AU32 Header Structure

* Header — Unknown value (4
— “AU” (2 bytes) bytes)
— Unknown constant — Enable mark table
value (2 bytes) — Enable silence table
— Sample rate (2 bytes) ~ — Unknown value (4
— Channels (always 1) (2 bytes)
bytes) — Mark table data
— Unknown value (4 — Silence table data

bytes) — Audio data

http://Defco\r:26.Eprthee.rs/
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Au32 Data Structure

e After the header

— Mark Table
* Position (2-4 bytes)

— If the first bytes are 0x8000 a second value is read and
appended to the first bytes

* Value (2 bytes)

— Silence Table
e Ox0 in all TR audio files

— Audio Data
e 16 bit signed little endian

http://Defcon26.Exploitee.rs
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Mark Table

* The mark table is used to create synchronized mouth
movements within the audio and video frames

e Different mark labels are used to signify how much
TR’s mouth should move or what image to display

— 0 - Closed
— 1 - Half open

— 2 - Full open

* Anything with higher value is used to reference video
frames

http://Defco\r:26.Eprthee.rs/
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Silence Table

* Silence table is used to compress audio by
removing empty sections then referencing
position and length in table

e Silence table has been unused in all tested TR
files

http://Defcon26.Exploitee.rs/
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Audio Data

e Signed 16bit LE data stored
after Mark Table and Silence
Detection Table

e Supported sample rate:
— 16Khz
e Supported bitrates:
— 16 Kbps
— 20 Kbps
— 24 Kbps
— 28 Kbps
— 32 Kbps

saXennnn
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TeddyRuxpwn

usage: teddyruxpwn.py [-h] —-i INPUT [-if INPUTFOLDER] [-o OUTPUTI
Extract and modify Teddy Ruxpin SNXROM file

optional arguments:
-h, —--help show this help message and exit
-1 INPUT, —--input INPUT
Input snxrom file.
—-if INPUTFOLDER, —--inputfolder INPUTFOLDER
Input snxrom folder.
-0 OUTPUT, —--output OUTPUT
Output Name.

htt\//Defcon26 Epr0|tee rs/

N B TS Ve U 3

-



G
=
O
X
I3
oC
>
e
O
()
T

7
T




http://Defcon6.Exploiytee.rs/



-;1' '

Thanks

Thank you to the following:
— Exploitee.rs
— Ryan Smith
— DEFCON staff
— My family
—YOU!

HACK ALL THE THINGS!

Come hack hardware with us on IRC:
irc.freenode.net #Exploitee.rs

http://Defcon26.Exploitee.rs/
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