
How I Found Mainframe Buffer 
Overflows
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About me

⚫ Live in the UK @Jabellz2

⚫ First (real) job secutiy consultant

⚫ Mainframe emulator in the pandemic

⚫ Lots of 0 days :D 

⚫ But no CVEs :( 
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z/OS Intro

⚫ In short, big computer
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z/OS File System 

⚫ Dataset

⚫ Sequential

⚫ PDS/PDSE

⚫ HLQ
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z/OS JCL
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z/OS Memory  
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z/OS PSW 
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z/OS ACEE

⚫ ~UID/GUID

⚫ Stored in key 0 memory

⚫ Addresable by user programs

⚫ Shared by all steps in a JOB
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z/OS ACEE Flipper
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Authorised Code

⚫ SVC

⚫ PC

⚫ APF

⚫ AC(1) 
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Abend

⚫ SXXX vs UXXX abends

⚫ S0C4 
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Dumps

⚫ SYSUDUMP

⚫ CEEDUMP 

⚫ SYSMDUMP (IPCS)

⚫ SYSUDUMP DD SYSOUT=*
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Reading Dumps
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SYSUDUMP Contents

⚫ PSW

⚫ Completion Code

⚫ Registers

⚫ Subpols

⚫ User Subpool Memory
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DSA & LE
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Example Vulnerable Code

https://github.com/mainframed/DC619
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DSA Overflow 1
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DSA Overflow 2
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DSA Overflow 3
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DSA Overflow 4
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Back to FTPD

⚫ Find which register is being filled with what 
buffer

⚫ Edit DSA Pointer to our buffer

⚫ Edit return register to our buffer

⚫ Run some shell code 
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Debrujin Rexx

⚫ https://gist.github.com/davidegirardi/61385ae40
4f4306349167ac1483b40b9

⚫ REXX script for generating Debrujin Strings

https://gist.github.com/davidegirardi/61385ae404f4306349167ac1483b40b9
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ASCII → EBCDIC Memory
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ASCII → EBCDIC Regs
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ASCII → EBCDIC Conversion

⚫ h8Bh

⚫ 0x68384268 ASCII

⚫ 0x88F8C288 EBCDIC
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ASCII → EBCDIC Problems

⚫ Some bytes all convert to the same bytes e.g 
z/OS translation table 0x00 and 0x80 both 
covert to 0x00

⚫ Some bytes have none that convert into it e.g 
0x09

⚫ Means some addresses are unaddresable

⚫ We need to encode our shellcode



28

Instruction Decoder

⚫ https://github.com/jake-mainframe/decodei

⚫ Mostly grabbed from 
https://github.com/abend0c1/da

https://github.com/jake-mainframe/decodei
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FTPD Instruction Abend
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FTPD Register Overwrite 

⚫ PSW KEY 8

⚫ USER SUBPOOL

⚫ 24 bit

⚫ 0x131C44 → 0x131CC4
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A different abend
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DSA Pointer Overwrite Abend
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DSA Restored (from our buffer)
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Edited Return Address
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Shellcode
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Shellcode XORed
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Shellcode Reverse ASCII → EBCDIC

Left hand is the compiled shellcode

Right hand is the ASCII which will translate to the required byte

I choose the xor key manually to make sure their was a ASCII 
byte that would covert to both the XORED shell code and the 
XOR key 
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Bringing it all together
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Questions?


