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ǒ Main focus in APT and vulnerability research

ǒ Presented at Black Hat, Defcon, Recon  and Sector
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Agenda
ǒ Research assumptions

ǒ OopsSec meter

ǒ All over the globe - recent real world OopsSec threat actors 

a. State Sponsored APT Threat Actor
ƴ Bad Patch 

a. Large Scale Cyber Crime Threat Actors 
ƴ Phishing as a service in Iran
ƴ Ukraine Logs 
ƴ Ekmek Teknesi (Bread Boat)
ƴ Tunisian Credentials thief

b. Iranian State Sponsored APT Threat Actors
ƴ Rampant kitten
ƴ PowerShortShell
ƴ Infy

ƴ Final demo

ǒ Credits and Q&A 



4

Research State of Mind
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Research Assumptions

Attackers are humans 
and prone to mistakes
Advanced APT != Advanced OpSec

1

Threat actors won't 
necessarily fix OpSec 
holes even if they 
suffered from a past 
takedown or data leak. 

2 3

We can learn new 
techniques, current 
targets, plans, damage 
control and a additional 
valuable data.
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OopsSec Meter
OopsSec Category Partial Moderate Complete

VictimɅs HeatMap Location 1 Industry 5 Identity 10

Attack Vectors mapping 1 5 10

Access C2 backend code 3 5 10

Achieve victims exfiltrated data 5 7 10

Attacker malicious techniques 5 7 10

Built -in sinkhole capabilities 6 8 10

Attackers communication channels 7 8 10

Attribution - identity Origin 3 Partial - 7 Identity - 10

Disinformation attack 5 7 10

Take -Down Temporary - 5 Partial - 8 Complete - 10

100 bad points

100 0
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Bad Patch - Palestinian Threat Actor 

ǒ Android and Windows state -sponsored long term targeted campaign, active since 2012.
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ǒ Disclosed by Palo Alto Networks at 2017.

ǒ Bad Authentication process - Navigate directly to inner pages without authentication

ǒ Navigating directly to Ɉ/lms/index.phpɉ not redirecting to  the user to login.php, but 
instead granted authenticated access to the system - keylogger exfiltration screen

Bad Patch - Palestinian Threat Actor 
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ǒ 2022 Android Malware - masquerading as Google play ssl app

ǒ Certificate locality and upload origin to Virustotal is from Gaza

Bad Patch - Palestinian Threat Actor 
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ǒ 2022 Android Malware - Plenty of collection capabilities

ǒ Exfiltrates victim data to a C2 server using POST - systembackups.info

Bad Patch - Palestinian Threat Actor 
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ǒ Handling of PHP errors - sending HTTP GET request to /api/v6/data. 
ǒ Expecting a POST request, it will print the DB name user name and password!!!

Bad Patch - Palestinian Threat Actor 
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ǒ Handling of PHP errors - all c2 servers are vulnerable

Bad Patch - Palestinian Threat Actor 
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ǒ Still bad in 2022 - All victimɅs exfiltrated data is open

2017
2022

Malware down and execute code

Bad Patch - Palestinian Threat Actor 
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ǒ All ~7800 Android VictimɅs sensitive exfiltrated data is open and downloadable

ǒ Including in and out calls recording, microphone hijack, Android WeChat, CV files, images

ǒ 50 GB compressed 470M compressed average per day.

ǒ

Bad Patch - Palestinian Threat Actor 
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ǒ C2 Open dir - https://trackmobi.live/

Bad Patch - Palestinian Threat Actor 

https://trackmobi.live/
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ǒ Still bad in 2022 - Full backend (server side) in a zip file - available from C2 - also in VT

Bad Patch - Palestinian Threat Actor 


